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About the VMware Cloud Foundation Automation ABX Actions for Ansible 
Automation Platform Deployment Guide  
The VMware Cloud Foundation Automation ABX Actions for Ansible Automation Platform Deployment Guide provides 

instructions on installing and configuring sample ABX actions to enable Aria Automation interfacing with Red Hat Ansible 

Automation Platform. 

Intended Audience  

This Guide is intended for data center cloud administrators who manage VMware Cloud Foundation Automation environment in their 

organization. The information in this guide is written for experienced data center cloud administrators who are familiar with:  

• VMware Cloud Foundation Automation: How to administer, configure, and use the VMware Cloud Foundation Automation 

Assembler.  

• Red Hat Ansible Automation Platform: Creating and managing users, organizations, and interfacing with revision control 

platforms, such as GitLab and GitHub. 

• Python 3: Working knowledge of Python 3 and Python packages.  

Related Publications 

• Getting Started with VMware Cloud Foundation Automation 

• VMware Cloud Foundation Automation ABX Actions for Ansible Automation Platform User Guide 

• Using Automation Assembler 

• Red Hat Ansible Automation Platform operations guide 

Preparing the Environment 
This solution expects the following components already installed and configured. 

• VMware Aria Automation 8.16+ 

• Red Hat Ansible Automation Platform 2.x 

VMware Cloud Foundation Automation 

VMware Cloud Foundation Automation™ is a cloud infrastructure automation solution powering VMware Cloud Foundation. It 

delivers a self-service private cloud with governance and resource lifecycle management across on-premises data centers or 

on any supported public cloud. It leverages a service-driven cloud computing interface, a policy controlled self-service 

catalog, Infrastructure as Code (IaC), and infrastructure pipelining. It enables Cloud Ops teams to maintain frictionless 

governance and control while empowering developers with a high level of agility and flexibility.  

Red Hat Ansible Automation Platform 

Red Hat® Ansible® Automation Platform is a unified solution for strategic automation. It combines the security, features, 

integrations, and flexibility needed to scale automation across domains, orchestrate essential workflows, and optimize IT 

operations to successfully adopt enterprise AI.   
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Solution Configuration 
This section introduces the resources and configurations:  

• Architecture diagram 

• Software resources 

Architecture Diagram 

 

 

Figure 1 AAP API System Diagram 

Software Resources 

The following table lists the software resources used in this solution.  

Table 1 - Software Resources 

Software Version Purpose 

VMware Cloud 
Foundation 
Automation  

8.16+ VMware Automation Infrastructure as a Service (IaaS) Platform 

Red Hat Ansible 
Automation Platform 

2.4+ Red Hat Ansible Configuration Management (CM) server 

AAP API 0.4.1 Open-source ABX actions: 
https://github.com/vmware-workloads/aap-api 

 

Deployment 
This section outlines the steps to deploy and configure the Ansible Automation Platform API in Aria Automation Assembler. 

These steps are based and tested on Aria Automation 8.16.  

Action Constants 

We start by creating action constants for the Ansible Automation Platform URL and credentials. These constants define 

which Ansible Automation Server will be used and credentials with sufficient privilege to run the  

1. Open Aria Automation Assembler.  

2. Select Extensibility, then Actions Constants. 

3. Add the following parameters (Figure 2): 

https://github.com/vmware-workloads/aap-api
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Figure 2 VMware Cloud Foundation Automation Actions Constants 

o username: user defined in Ansible Automation Platform 

o password: password for the user 

o base_url: url of the Ansible Automation Platform server 

ABX Actions 

In the second step, we create the required Assembler ABX actions. There are two different ways to create the actions, either 

using the zip bundles available on the GitHub repo, or manually creating the actions by copying the required source code. 

Both methods achieve the same outcome, with different  

Zip Bundles 

Installation using zip bundles provides a simple installation method that includes all the required Python dependencies. This 

method simplifies the distribution of the actions and provides a solution for air-gaped environments where Aria Automation 

would not be able to download dependencies (e.g. 'requests'). 

The zip bundles can be found at the following URL:  

https://github.com/vmware-workloads/aap-api/releases 

Note. The zip bundles are provided as downloads on the project releases. The bundles can also be created by using a 

published procedure. For more details, please reference the following article 

 Create a ZIP package for Python runtime extensibility actions. 

1. Download the required zip bundles from the GitHub repository releases. 

https://github.com/vmware-workloads/aap-api/releases
https://docs.vmware.com/en/VMware-Aria-Automation/8.16/Using-Automation-Assembler/GUID-CC6DEEF1-49E8-4881-82A6-FA10DC0135E8.html
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Figure 3 AAP API zip bundles 

o aap_api.zip 

o aap_read.zip 

o aap_delete.zip 

2. In Aria Automation Assembler, select Extensibility, Library, then Actions. Select New. 

 

Figure 4 VCF Automation Assembler Actions 

3. At the New Action window, enter the following information, then click Next.  
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Figure 5 VCF Automation Assembler New Action 

o Name: aap_api 

o Project: <select the appropriate project> 

o Share with all projects in the organization: <enable as required> 

4. In the action properties, select the drop-down, then select Import Package. 

 

Figure 6 VCF Automation Assembler Action Import Package 

5. Click the Select File button, then choose the appropriate zip bundle. 
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Figure 7 VCF Automation Assembler New Action Select File 

o aap_api → aap_api.zip 

o aap_read → aap_read.zip 

o aap_delete → aap_delete.zip 

6. At the action properties, select the following action constants, fill the remaining fields using information based on the 

table below (Table 2), then click Save and Close.  

Note: The action constants are the variables created in the previous Action Constants section. 

Table 2 New Action Parameters 

Custom 
Resource 

Action Name Main Function FaaS Provider 

Create aap_api aap_api.handler Auto Select 

Read aap_read aap_read.handler Auto Select 

Update    

Destroy aap_delete aap_delete.handler Auto Select 

 

 

Figure 8 VCF Automation Assembler New Action Parameters  

o Action Constant: base_url 
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o Action Constant: username 

o Action Constant: password 

Source Code 

Installation using source code creates the actions by copying the script code. This method allows the code to be easily 

edited for development and debugging. It is important to note that when using source code Assembler will need to 

download additional libraries and imports declared in the action. This approach is therefore not suitable for deployments that 

have no internet access or located in air-gapped environments. 

The source code can be found at the following URL:  

https://github.com/vmware-workloads/aap-api/ 

Note: It is also possible to clone the repository and add synchronization via the 'Integration > GitHub' facility in the 

infrastructure section of aria automation (see Using Automation Assembler). 

1. In Aria Automation Assembler, open Extensibility, then select Actions.

 

Figure 9 VCF Automation Assembler Actions 

2. At the New Action window, enter the following information, then click Next.  

 

Figure 10 VCF Automation Assembler New Action 

o Name: aap_api 

https://github.com/vmware-workloads/aap-api/
https://docs.vmware.com/en/VMware-Aria-Automation/SaaS/Using-Automation-Assembler/GUID-86778362-8C3B-4276-9F83-33E320EC960E.html
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o Project: <select the appropriate project> 

o Share with all projects in the organization: <enable as required> 

3. At the new action select the following and copy the script code into the script area. 

 

Figure 11 VCF Automation Assembler New Action Python Script 

o Select Python 3.10 

o Select Write Script 

o Copy and paste the script code in the code section 

4. At the New Action properties enter the following parameters. 

 

Figure 12 VCF Automation Assembler New Action Parameters 

o Main function: handler 

o FaaS provider: Auto Select 

o Dependency:  

▪ requests 
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5. Repeat steps 1 to 4 for the following actions scripts to create the required actions. 

 

Figure 13 VCF Automation ABX Actions for Ansible Integration Actions 

Table 3 New Action Source Code Scripts and Handlers 

Custom 
Resource 

Script Name Main Function FaaS Provider 

Create aap_api.py handler Auto Select 

Read aap_read.py handler Auto Select 

Update    

Destroy aap_delete.py handler Auto Select 

 

Custom Resource 

When creating a cloud template in Automation Assembler, the resource type palette includes resource types for the 

supported cloud account and integration endpoints. There are use cases where the creation of new resource types can 

provide required additional functionality and integration. Once implemented, new custom resource types can be added to 

the design canvas to create cloud templates that support any design or deployment needs. This section outlines how to 

create a new Custom Resource that implements the Ansible Automation Platform integration actions. 

1. In Aria Automation Assembler, open Design, then select Custom Resources. 

 

Figure 14 VCF Automation Assembler Custom Resources 
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2. Select New and enter the following. 

 

Figure 15 VCF Automation Assembler New Custom Resource 

o Name: Ansible Automation Platform 

o Resource Type: custom.api.ansible_automation_platform 

o Activate: enabled 

o Scope: <as required> 

o Based on: ABX user defined schema 

3. Scroll down to the Lifecycle Actions and select the ABX actions previously created, then click Create. Use the following 

table (Table 4) to select the correct mapping between the Custom Resource Action and ABX Action. 
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Figure 16 Custom Resource Lifecycle Actions 

Table 4 Custom Resource Action Mapping 

Custom Resource Action ABX Action  Description 

Create aap_api Action called when the resources is created. 

Read aap_read Action called when the resources state is read. 

Update   

Destroy aap_delete Action called when the resources is deleted. 

 

4. Select the Properties tab, select the Code tab, then create the following properties. 
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Figure 17 Custom Resource Properties 

properties: 

  hosts: 

    type: object 

  verbose: 

    type: boolean 

    default: false 

  host_groups: 

    type: object 

  host_variables: 

    type: object 

    default: {} 

  inventory_name: 

    type: string 

    encrypted: false 

  group_variables: 

    type: object 

    default: {} 

  job_template_name: 

    type: string 

  organization_name: 

    type: string 

    default: Default 

  inventory_variables: 

    type: object 

    default: {} 

  

5. Once complete, select Create to save and close the new custom resource. The new custom resource is listed on the 

Custom Resources page. 
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Figure 18 Ansible Automation Platform Custom Resource 
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